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STP — “nevidljiv’ dok mreza radi, kritican
kada ne radi

“Vise od 50% problema u LAN mreZama zasniva se na STP protokolu
(posebno ukoliko je LAN mreza lose dizajnirana).”

“SloZen protokol koji ve¢ina administratora ne razume.”

Radia Perlman — STP developer

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE



% AKADEMIJA TEHNICKO-VASPITACKIH STRUKOVNIH STUDIJA

Spanning Tree Protocol (STP)

 |EEE 802.1D

* Layer 2 protokol koji sprecava petlje (loop-
prevention) u LAN topologiji

* Pomocu ovog protokola Layer 2 uredaji
komuniciraju mredusobno da bi otkrili fizicke
petlje u mrezi

e Algoritam formira loop-free logicku
topologiju.

e STP kreira stablo na Sloju 2, dok na fizickom
sloju su i dalje prisutne redudatne veze zbog
pouzdanosti mreze.

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE



gk AKADEMIJA TEHNICKO-VASPITACKIH STRUKOVNIH STUDIJA

L2/L3 PETLIE

* Broadcast i Layer 2 petlje su opasna Ethernet Frame Format
kombinacija. a 8 ® 15 .
Prearmble Destination| Source | Type Data CRC | Postamhle
address | addresz| field payload

* Nakon sto frejm ude u petlju, kruzice
u mrezi sve dok se petlja ne

prekine(iskljuc¢ivanjem jednog od < 32 bits N
svica ili prekidanjem linka) Versn | HL | Tye-ct-service p—

* |IP ima nacina da spreci petlju (TTL dertifation Flags | Fragment affat
p (0) IJ e ) . Time-to-live IJ Protocal Header checksum

* Ethernet frejm nema TTL polje

Source address

Destination address

Options [+ padding)

Data (variable)

S251
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POSLEDICE L2 PETLJE

x@:%\

*E FREJMOVI KRUZE %

@ BESKONACNO @*;

MAC adresa Port Vreme

PREDMET RACUNARSKE MREZE

A 1n t1 SWi1
A 1/2 t2
A 1n t3
A 1/2 t4
A Al t5

BROADCAST STORM
e Broadcast frejmovi SW1 Link 1 SW2
se umnozavaju B
e Linkovi se preplavijuju @
e S = o 4
e Korisnicki saobracaj Link 2

ne moze da prode

MAC FLAPPING

e |sta MAC adresa se
uci na razlicitim
portovima

e MAC tabela je
nestabilna

Sw2

,° " Linkl T Ty

i N .
~ - Link2 - e Svi¢ ne zna gde da

Salje unicast frejmove
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POSLEDICE L2 PETLJE

CPU | LINKOVI POD OPTERECENJEM

- I

CPU ISKORISCENJE

Link 1 [ 95°%
Link 2 [ 95°%

Svi¢ mora da obradi ogroman
broj frejmova

Visoko koriscenje CPU-a
Baferi se pune, dolazi
do gubitka paketa
Linkovi su zasiceni

UREDAJI PRIMAJU DUPLIKATE PAKETA

PREDMET RACUNARSKE MREZE

o |[sti frejm stize do uredaja

viSe puta putem razlicitih
putanja

. .
Aplikacije mogu da obrade | PRIMLIENO: l

duplikate (npr. vise ARP 1 2 3
5 DUPLIKATI!
odgovora, vise DHCP ponuda) -

e MozZe doci do nepredvidivog

ponasanja aplikacija

KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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STP ALGORITAM

e STP izvrSava algoritam koji se zove Spanning Tree Algorithm (STA).
— STA bira referetnu tacku koja se zove root bridge.
— Zatim se odreduju najbolje putanje od svakog svi¢a do root bridge.

— Ukoliko postoje vise od dve putanje, STA bira najbolju putanju a ostale blokira

Forwarding
Port

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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DVA KLJUCNA STP KONCEPTA

e STP proracun se oslanja na dva kljucna koncepta u kreiranju loop-free topologije:

— Bridge ID
— Path Cost

«—— BridgelID-8Bytes —

Bridge

Priority MAC Address
« > < >
2 bytes 6 bytes

Cost (Revised IEEE Spec) Cost (Previous IEEE Spec)

10 Gbps
1 Gbps
100 Mbps
10 Mbps

PREDMET RACUNARSKE MREZE

2

4
19
100

1

1
10
100

KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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BRIDGE ID (BID)

* Bridge ID (BID) jedinstveno identifikuje svaki bridge/switch.

* BID se koristi za odredivanje referetne tacke (centar mreze) ili root bridge.

< Bridge ID - 8 Bytes

Bridge ID bez Bridge

Extended System ID Priority MAC Address

< > <
2 bytes 6 bytes
< Bridge ID - 8 Bytes
Bridge ID sa Bridge | Extend | yac address
Extended System ID Priority | System ID

< > <« > ¢
4 bits 12 bits 48 bits



s

«———— Bridge ID - 8 Bytes

Bndge
MAC Address

% AKADEMIJA TEHNICKO-VASPITACKIH STRUKOVNIH STUDIJA

BRIDGE ID (BID)

2 bytes 6 bytes

«—— Bridge ID - 8 Bytes >
Bridge | Extend
Priority | System ID MAC Address

< > <4 > < PS
4 bits 12 bits 48 bits

e Sastoji se iz dve komponente:
— 2-byte Bridge Priority: Cisco switch default na 32,768 ili 0x8000.
e Obicno se iskazuje u decimalnom formatu
— 6-byte MAC adresa
e Obicno se iskazuje u heksaadecimalnom formatu.

PREDMET RACUNARSKE MREZE
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ODREDIVANJA BID-A NA SVICU

Core# show spanning-tree

0001.964E.7EBB

25 (GigabitEthernet0/1)

Max Age 20 sec Forward Delay 15 sec

(priority 32768 sys—-id-ext 1)

0001.C945.A573

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address
Cost 4
Port
Hello Time 2 sec
Bridge ID Priority 32769
Address
Hello Time 2 sec
Aging Time 20

Max Age 20 sec Forward Delay 15 sec

PREDMET RACUNARSKE MREZE
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ODREDIVANJE PRIORITY POLJA NA SVICU

Access how spanning-tree L. .
01 Priority = Priority (Default 32,768) + VLAN

VLANO
Spanning tree enabled protocol ieee

Root ID Priority 32769
Address 0001.964E.7EBB

Cost 19
5 (FastEthernet0/5)

15 sec
(priority (32768 )sys-id-ext 1)
‘ "

M3® Age 20 sec Forward Delay 15 sec

Port

Priority
Address 0003.
Hello Time 2 sec
Aging Time 20

Bridge ID

VLANO@

Spanning tree enabled protocol ieee

Root ID Priority 32778
Address 0001.964E.7EBB
Cost 19
Port 5 (FastEthernet0/5)
S sec

-r=- - ] ‘
Bridge ID Priority ﬁ (priority (32768 J)sys-id-ext 10

Address 0003.E461.46EC _l_
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGIUJE
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ULOGA BRIDGE ID (BID)

< Bridge ID - 8 Bytes >
E |:idge MAC Address
riority
< > < >
2 bytes 6 bytes
< Bridge ID - 8 Bytes >

Bridge Extend
Priority | System ID MAC Address

< > <4 > < >

4 bits 12 bits 48 bits

* Koristi se za izbor root bridge
e SviC koji ima najmaniji Bridge ID je root.

* Ukoliko svi sviCevi imaju isti prioritet, bridge sa najmanjom MAC adresom je
root bridge. (Problem)
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PREDMET RACUNARSKE MREZE

: Cost (Revised IEEE Cost (Previous IEEE
Link Speed
Spec) Spec)
10 Gbps 2 1
1 Gbps 4 1
100 Mbps 19 10
10 Mbps 100 100

» Svicevi koriste koncept cene (cost) da procene koliko su blizu ili daleko od
drugih sviceva

* Koristi se prilikom kreiranja loop-free topologije.

* Originalni, 802.1D standard definise cost kao 10°/bandwidth.
— Cost za 10 Mbps link je 100
— Cost za 100 Mbps link je 10
— Cost za 1 Gbps link je 1

KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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PATH COST - KONKRETAN PRIMER

s

STP bira putanju sa NAJMANJIM ukupnim cost-om do root bridge-a Link Cost Cost
(manji cost = bolji link) Speed (Revised IEEE  (Previous IEEE

_ N L Spec) Spec)

[ ROOT BRIDGE | 10 Gbps 2 1

Root Bridge ima
{ najnizi Bridge ID 1 Gbps 4 1

100 Mbps 19 10

1Gbpe {00 Wbps 10 Mbps 100 100

cost=19

Formula (802.1D):
cost =10° / bandwidth (bps)

* Veca brzina = manji cost = bolji put
e STP sabira cost-ove duz putanje

PUTANJA 1 (preko SW2):
SW4 —»> SW2 — SWi1

Ukupnicost=4+4 = 8

cost=4 2 cost=100

KAKO STP KORISTI COST?

1. Svaki switch raéuna sve putanje do
root bridge-a

A/J PUTANJA 2 (preko SW3): |
SW4 —> SW3 —> SW1

' Ukupni cost =100 +19 = 119

. Sabira cost svakog linka na putanji

Bira putanju sa NAJMANJIM
ukupnim cost-om

W N

4. Port na toj putanji postaje

ROOT PORT
PC -
STP ée izabrati PUTANJU 1 (preko SW2) jer ima MANJI ukupni cost (8 < 119) @ iT'? nelbizaiputaniiysainaimaplim
rojem hop-ova, vec sa najmanjim
Port na SW4 ka SW2 postaje ROOT PORT ukupnim cost-om.

b g
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STP LOOP FREE TOPOLOGIJA U PET KORAKA

* Prilikom kreiranja loop-free topologije, STP koristi uvek istih pet koraka:

Korak 1 - Najmaniji BID

Korak 2 - Najmanja cena putanje do Root Bridge
Korak 3 - Najmanji BID posiljaoca

Korak 4 - Najmanji port priority

Korak 5 - Najmaniji Port ID

e SvicCevi koriste Configuration BPDU poruke prilikom kreiranja loop-free
topologije.
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BRIDGE PROTOCOL DATA UNIT

P Frame 207: 64 bytes on wire (512 bits), 64 bytes capture
= IEEE 802.3 Ethernet

Bytes

Field

PREDMET RACUNARSKE MREZE

P Destination:

PYST+ (01:00:0c:cc:cc:ed)

P Source: Bc:6B8:03:3d:23:0f (Oc:68:03:3d:23:0f)

Length: 50

P Logical-Link Control

"

KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE



é;)/( AKADEMIJA TEHNICKO-VASPITACKIH STRUKOVNIH STUDIJA

BPDU

N

BPDU poruke se
Salju/prosleduju
svakih 2 sekunde.

GO/1
Distribution2

Distribution
Fal/5 Fal/5

Go/2

G1/2
BPDU m—

Fal/5 Fal,s

Access2

Access]

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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UTVRDIVANJE ROOT BRIDGE

Bytes | Field

2 Protocol ID

I:I:IFE 1 Version
Moj BID je S
32768.0001.C945.A573 — Whon first bootsd,
|:||] root ID = bridge ID.
Ja sam root! Port ID
GD.Ir 1 D fl Mes_sage AAge —
o BID p: “\ HolloTime
OJ Je GD |Ir1 Forward Delay
32768.0005.5E0D.9315 #"' “GD*'?- —
Ja sam root! Distribution1 “w. Distribution2 Moj BID je
32768.0060.47B0.5850
Fal/5 Fal/5
. — —————— Ja sam root!
..-"'
GOf2 FaDa’S #GDH Fal/3
. . | *h.., f"i | Moj BID je
Moj BID je | }{ | 32768.0001.964E.7EBB
32768.0003.E461.46EC | o H""n | Ja sam root!
Ja sam root! I f"ﬂ -, 1 Ja sam pobednik!
- -
Fad/1
W?- | gt / .
..F————_—_— -—
Fal/5
Access] / Fad/s Access2

PREDMET RACUNARSKE MREZE
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ROOT BRIGDE IZABRAN BEZ UTICAJA ADMINA

Core
GO/1 ﬂ
A a2
G0/1 #,.-"' ™ o2
Distribution1 »* "%, Distribution2
; Fa0/5
(1) i e e e e e e e
GO/2 | FaD,.’E‘_.‘
oy
|
|
”
LW
G1/2 | ‘,.-Gl,."i Fal/1, a3
0o 60 :
O e —— Root Bridge
Access] kil Fa0/5 Access?

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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FORMAT BPDU PORUKE

Bytes | Field
Protocol ID
Version
Message type
Flaas

Root ID

Cost of path
Bridge ID
Port ID —
Message age
Max age

Hello time
Forward delay

N

1
1
1
8
4
8
p
p
p
p
p

310P_126
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|ZBOR ROOT PORT-A

Core

STP Convergence Gw/ﬂ
Step 1 Selekcija Root Bridge w Eﬁm
Step 2 Selekcija Root Port-ova Ja ¢u izabrati jedan e % N\ Dstbuton?

Step 3 Selekcija Designated Port-ova | Root  Port koji je

najblizi root bridge.

* Nakon izbora Root Bridge, sviCevi
biraju Root Port-ove.

* Root Port je port na Non-Root Bridge Ofe———————e Root Bridge

koji je najblizi Root-u.
» Svicevi koriste cenu(cost) da odrede

.. . Cost (Revised IEEE

* Svaki non-Root Bridge izabraée 10 Ghps 2

1 Gbps 4

i |

jedan Root Port! 100 Mbps 19
10 Mbps 100

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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ODREDIVANJE ROOT PORT-A

Bytes | Field Najmanja
rotoco * Cena do root-a
Version
Message Type  BID posiljaoca

Flags
Root ID

* Port ID posiljaoca

Koja je najkrada putanja do
root-a?

Message Age
Maximum Age Time

Hello Time
Forward Delay

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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IZRACUNAVANJE CENE PUTANJE

10 Gbps 2
1 Gbps 4
L EJ’E 100 Mbps 19
r 10 Mbps 100
GO, ‘\,G_D 1
Distribution1 »* *w. Distribution2 e
Version
BPDU FED!E FEI:I!E BPDU Message type

Flags

Root ID

Cost of path
Bridge ID
Port ID
Message age
Max age

Hello time
Forward delay

Cost=0+19=19 Cost=0+19=19

2
1
1
1
8
4
8
2
2
2
P
2

|
} Root Bridge
" e

s

19

BPDU

Cost=0+19=19
ccess]

Fal/5 Fal,s

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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PATH COSTS ZA ROOT BRIDGE (ACCESS2)

TLAmOo0L e
Spanning tree enabled protocol ieee Jﬂﬁmﬁ i
Root ID Priority 32769 1£imm 3
Address 0001.964E.7EBB 10 Mbps 100
This bridge 1is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15
sec
Bridge ID Priority 32769 (priority . Core
Address 0001.964E.7EBB N ﬂ
Hello Time 2 sec Max Age 20 ,f‘ 5&
sec GOt ~G0/2
Distribution »# *W._ Distribution2
Aging Time 20 oS  Fa0s N
-
Interface Role Sts Cost Prio.N "I ﬁm«ﬁ /,’mﬂ Imﬁ
——————————————————————————————————————— 1 Py |
- 1 P N |
Fa0/1 Desg FWD 19 128.1  G¥2) i mon, 3
Fa0/3 Desg FWD 19 128.3 T T o
128.5 |

PREDMET RACUNARSKE MREZE
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PATH COST ZA DISTRIBUTION1

Distributionl# show spanning-tree
VLANQOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 0001.964E.7EBB
Cost 19
Port 3 (FastEthernet0/3)
Hello Time 2 sec Max Age 20 sec
Bridge ID Priority 32769 (priority 327
Address 0005.5E0D.9315
Hello Time 2 sec Max Age 20 se
Aging Time 20
Interface Role Sts Cost
Gi0/1 Desg FWD 4
Gi0/2 Altn BLK 4
Fa0/3 Root FWD 19 |
Fa0/5 Desg FWD 19

10 Gbps 2
1 Gbbs 4
100 Mbps 19
10 Mbps 100

Forward Delay 15 sec

Core

7’ e
”

GO/1 ~G0/2

", Distribution2

Distribution1 -

PREDMET RACUNARSKE MREZE
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SHOW SPANNING-TREE DETAIL

Core

o D,
- - . ™
Brzina Linka | Cena Linka GO/1 ,—’ oz
— ", Distribution2

Distribution 1 ’

10 Gbps 2 Fa0/s
e e e e e —_—
1Ghos 4 ) P
100 Mbps 19 50/2 501 Fa0/3
- |
10 Mbps 100 | “~
1 <o |
gy
Gif2 | G611 Faw]"l._,...l fao,fs
Distributionl# show spanning-tree detail T _'d

Fal/5
Access1 / =

VLANOOO1l is executing the ieee compatible Spanning Tree Protocol
Bridge Identifier has priority of 32768, sysid 1, 0005.5E0D.9315
Configured hello time 2, max age 20, forward delay 15
Current root has priority 32769

| Root port is 3 (FastEthernet0/3), cost of root path is 19 |
Topology change flag not set, detected flag not set
Number of topology changes 0 last change occurred 00:00:00 ago

from FastEthernet0/1
Times: hold 1, topology change 35, notification 2
hello 2, max age 20, forward delay 15
Timers: hello 0, topology change 0, notification 0, aging 300

PREDMET RACUNARSKE MREZE
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SHOW SPANNING-TREE DETAIL

Care

GEIII/ lg Go/2

-

” ~

ot , o2
Distribution 1 // \\E)istribuﬁanz
Fa0/5 Fa0/s ",
EE;. __________ :Eii
I \F 0f3 7 : Fal/3
GDIZI & . /Gﬂfl i 2
-
| ></ I .
Access2# show spanning-tree detail } Pl I
1 e L

VLANOOO1l is executing the ieee compatible Spanning = . ___
Bridge Identifier has priority of 32768, sysid 1, , . ros Fa0/5
Configured hello time 2, max age 20, forward delay 15
Current root has priority 32769
Topology change flag not set, detected flag not set
Number of topology changes 0 last change occurred 00:00:00 ago

from FastEthernet0/1
Times: hold 1, topology change 35, notification 2
hello 2, max age 20, forward delay 15

Timers: hello 0, topology change 0, notification 0, aging 300

Nema Root porta — Ovaj svic je Root Bridge!

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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ACCESS1 PROSLEDIVANJE BPDU-A

Core

e,

Goji
”
Distribution 1 4

BPDU
Cost=4+19=23

10 Gbps 2

1 Gbps 4

100 Mbps 19

10 Mbps 100
“G0/2

" Distribution2

BPDU

Cost=4+19=23

19
=02 Fal/3 Fal/3
BPDU I BPDU I
Cost=19 Cost=19 ""h..,t . L 0
GUZ | 1/1 Fal/1, Fal/3
‘foI 0 "’j_;.l',“
.h ———————— i
Fal/5
Access] / Fad/5 Access?

PREDMET RACUNARSKE MREZE
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DISTRIBUTION1 SLANJE BPDU-A

BPDU Core

Cost=4+19=23

0/2
‘

\‘u;n;;_

"™, Distribution?

BPDU
R Cost=19+19=38
GO/2 Fa0/3
Ty -~ 19
| o |
| A |
| - o, l,
4 1 rd e 3
s | ‘,'IGHI FE'B-'rI-r | Fal/3

19 e -
0

Cost=4+19=23 Fal/5 Fal/5
Arress ]

Arcess?

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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CENE DO ROOT BRIDGE

Core
19+4=23 19+4=23
GO/1 02
‘
f
GO/1 't \GO/2
Distribution1 i"# 23+4=27 2344227, Distribution2
Fal/5 Fal/5
19+19=38  19+19-38
19 19+4=23 "'"
GOf2 Faﬂfﬂ Gﬂfl Faﬂfﬂ
19+4=23 | |
| ~.._ |
19+4=231 19+4=23,,.-"" e |Lo
- -
G1/2 1 Fal/
P SO
e ] S p—p—— . —i o Root Bridge
Fal)/5
Access] / Fad/5 Access?

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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CENE DO ROOT BRIDGE NA SVIM SVICEVIMA

Core

23 )2
Gnﬂfﬂ' o/
j e

G0/1 e

/ NGD/2
Distribution 1 {/ \ 27"\ Distribution2

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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CENE NA PORTOVIMA DO RB NA DS1

Core

Ako ja idem preko
Core svi¢a cena do
root-a je 27.

~

7
Fa0/s

Ako ja idem
preko D2 svica,
cena do root-a
je 38.

Ako ja idem preko

putanja do Root!

PREDMET RACUNARSKE MREZE

38 == <= 38 .‘4
23
9 Fa0/3 560!1

23
GOy’ ?ﬁ\
NGO/2
w /

27 Distribution?

Fa0/5

Fa0/3
19

Al svica, cena do N
root-a 23. \1.. I 0
Ako ja idem preko Fa0/1, ’Faoﬁ
A2 svica, cena je 19. — — — — - |
Ovo je najkraca 0
Fa0/s

KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE



é;)/( AKADEMIJA TEHNICKO-VASPITACKIH STRUKOVNIH STUDIJA

IZBOR RP NA SVIM SVICEVIMA

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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IZBOR RP NA CORE SVICU

5 Core 5 Korak 1 - Najmanji BID

] Korak 2 - Najmanja cena putanje do Root Bridge
@ Korak 3 - Najmanji BID posiljaoca
GO E — —

- Korak 4 — Najmanji port priority

G0/1 f,r H‘*EDJ'E Korak 5 - Najmaniji Port ID
DiEtI'ibUﬁDl‘l] -i;‘. 27\\ DiEtI'ibUﬁDI'IE
Fal/5 Fa0/5 |
/ 0/3 = f# 0/3
GOf2 ; G041 =
23 Rp o, ,.-""* RP
1 f><H
| -~ . ~.
23 23 ™
G1/2 | #G1f1 N FaDa’ 1 FaD,.’3
Faid/5
Accessl / Fa0/5 Access?

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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IZBOR RP NA CORE SVICU

Moj BID je
32769.0005.5E0D.9315

Moj BID je
32769.0060.47B0.5850

Access2

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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|ZBOR DESIGNATED PORTA

STP Konvergencija

Korak 1 Izbor Root Bridge
Korak 2 Izbor Root Port-ova
Korak 3 Izbor Designated Port-ova

* Designated Port je port koji postoji na svakom segmentu (link koji povezuje dva
svica) koji prima i Salje saobradaj i BPDU.

* Odluka na segmentu o tome koji port ¢e biti DP zavisi od Root Path Cost do Root
Bridge.

* DP na segmentu definise koji svi€ je blizi Root Bridge.

— Root Path Cost je kumulativna cena svih linkova do Root Bridge.

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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N

|ZBOR DESIGNATED PORTA NA ROOT BRIDGE

Core

RP 23 23
G0/1 02
‘

G0/1 #,.4"' ™oz
rd 19™, Distribution2

Distribution 1

Access2

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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IZBOR DP PORTOVA NA OSTALIM SVICEVIMA

Core

N

Korak 1 - Najmaniji BID
Korak 2 - Najmanja cena putanje do Root Bridge

Korak 3 - Najmanji BID posiljaoca

Korak 4 — Najmanji port priority

Korak 5 - Najmaniji Port ID
32769.0005.5E0D.9315 ‘ Go/1 #,.4" ™o
P _

9
Fai/5

19__

ibution2

Distribution 1

Koja je moja najbolja
putanja do Root Bridge,
19 preko Distribution 1
ili 19 preko Access 17?
Putanje su iste! Ko ima
manji BID?

G0,2 19 Fap/3
o]l rP

| -""f
19 L 19 P ~ DP 0 DP
Y2 | el Fal,1

19 RP pp 0 W,
32769.0003.E461.46EC‘ .._________O_H

. Fal/5
Manji BID Access1 / S

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE



é;)/( AKADEMIJA TEHNICKO-VASPITACKIH STRUKOVNIH STUDIJA

N

IZBOR DP PORTOVA NA OSTALIM SVICEVIMA

Core

RP 23 23
G0f1 02
‘

32769.0060.47B0.5850
32769.0005.5EOD.9315‘ co/t 7 o2 ‘
Distribution 1 J"- 19\\ Distribution2

9 ;
a0/5 ° Fal 5

Maniji BID

Access2

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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|ZBOR DESIGNATED PORTA

Distributionl# show spanning-tree detail
Port 5 (FastEthernet0/5) of VLAN0030 is|designated forwarding |

Port path cost 19, Port priority 128, Portgdentifier 128.5

Designated root has priority 128, addresgg” 000C.CFOB.1503

[Dcsianzted bridae has oriority 32760, dddress 0005 5EQD_9315 |

Designated port id is 128.5, desig ed path cost 19

Timers: message age 16, forward g€lay 0, hold 0

Number of transitions to forwgglding state: 1

Link type is point-to-point gy default

0/5 Fa0/s |

o

19 1

Distribution2# show spanning-tree detai

Port 5 (FastEthernet0/5) of VLAN0OOl isfdesignated blocking
Port path cost 19, Port priority 128, Port Identifier 128.5
Designated root has priority 128, address 000C.CF0B.1503
Desiqnated bridge has prioritv 32769, address 0005.5E0D.9315
Designated port id is 128.5, designated path cost 19
Timers: message age 16, forward delay 0, hold 0
Number of transitions to forwarding state: 1
Link type is point-to-point by default

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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|ZBOR DESIGNATED PORTA

Core

RP 23 23
GO/1 of2
Go/1 ff e 32769.0060.47B0.5850

“G0/2
Distribution1 o# 19™. Distribution2

I
|
Gi?z ‘,.#G

32769.0003.E461.46E(j Fal/5 Fal 5
ccessl Access2

Manji BID

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE



5),( AKADEMIJA TEHNICKO-VASPITACKIH STRUKOVNIH STUDIJA

|ZBOR DESIGNATED PORTA

A

14_;,""'«.r Ds pution2

Access2

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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PRIKAZ BLOKIRANIH PORTOVA

Core
RP 23 23
GO/1 02
‘
o NDP

19™, Distribution2
DP

511,?2 #3 Pt I}‘f
P
|
":;RP
..F————_—_—

Access2

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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LAYER 1 - FIZICKA TOPOLOGIJA LAYER 2 - LOGICKA TOPOLOGLJA (STP)

[ Svi fizicki linkovi postoje J { STP blokira redundantne linkove i kreira loop-free stablo J
Core Core
GO0/2
NDP
~ 23
N L3
Distribution1 ‘// ™ x. Distribution2 Distribution1 k.

Distribution2

A

G0/2 GO/3 G0/

GO/2
oP oP

Fa0/3

Fa0/1

Access1

0
Access2 Access1 Access?2

| ROOT BRIDGE

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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PORT COST / PORT ID

E 0/2 E Korak 1 - Najmanji BID

_ _’ Korak 2 - Najmanja cena putanje do Root Bridge
Korak 4 — Najmanji port priority

Pretpostavimo da su cene iste i da je na Korak 5 - Najmaniji Port ID

svim portovima port priority 32 (default).

Port ID se koristi u ovom slucaju. Port 0/1

prosledivace frejmove jer ima manju
numeraciju porta.

Korak 3 - Najmanji BID posiljaoca

* Ukoliko su cena putanje i bridge ID jednaki (slucaj sa paralelnim linkovima),
sviC Ce koristiti port priority da bi dodelio ulogu portu.

* Najmanji port priority pobeduje (svi portovi su podeseni na 32).
* Port priority moze da ima vrednost izmedu 0 — 63.

e Ukoliko svi portovi imaju isti priority, port sa najmanjim numeracijom porta
prosledivace frejmove.

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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PORT COST / PORT ID

Korak 1 - Najmanji BID
Korak 2 - Najmanja cena putanje do Root Bridge

Korak 3 - Najmaniji BID posiljaoca

Korak 4 — Najmanji port priority

Korak 5 - Najmaniji Port ID

Distribution 1 Gorz Distribution 2

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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STP STANJA NA PORTU

Blokiranje
(detektovan gubitak BPDU)
(max age = 20 sec)

* Blokiranje
Sluganie (Listenin (prelazi u listening nakon ‘ .
(forwardjde(lay - 15 sge)c) 4 :to odlucidali je port 4—— Link se aktivirao.
_ root portili
* designated port)

Ucenje (Learning)
(forward delay = 15 sec)

v

Prosledivanje
(Forwarding)

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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§k AKADEMIJA TEHNICKO-VASPITACKIH STRUKOVNIH STUDIJA

-]
MAC Address Table

= BPDUs » Forwarding

< Data >

Port State BPDU MAC-Add Table Data frames Duration
1O
|
PREDMET RACUNARSKE MREZE

KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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STP STANJA NA PORTOVIMA

Slusanje
(Listening)

Onemogucen Bloki Ucenje
ili Down - @ Griranic (Learning)

\\? A

@ Prosledivanje

(Forwarding)

Standardna stanja Cisco specificna stanja
(1) Port je omogucen ili inicijalizovan (6) PortFast
(2) Port je onemogucen ili je otkazao (failed) (7) Uplink Fast

(3) Port je izabran kao Root port ili Designated port
(4) Port prestaje da bude Root port ili Designated port
(5) Istice forwarding timer

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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STP TAJIMERI

Timer Primary Purpose

Hello Time 2 Secs
Frekvencija slanja BPDU-a

Forward Delay 15 Secs
Trajanje Listening i Learning stanja

Max Age 20 Secs
Vremenski period ¢uvanja BPDU-a

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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HELLO TIMER

|IEEE definise default od 2 sekunde.

Interval izmedu uzastopnih BPDU-ova.

Hello Time vrednost se konfigurise na root bridge

Lokalno konfigurisan Hello Time koristi se samo za TCN BPDU.

Timer Primary Purpose Default

Hello Time 3 ] 2 Secs
Frekvencija slanja BPDU-a

Forward Delay o . . _ _ _ 15 Secs
Trajanje Listening i Learning stanja

Max Age 20 Secs
Vremenski period ¢uvanja BPDU-a

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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FORWARD DELAY TAJIMER

e Default vrednost za forward delay (15 sekundi)
* QOva vrednost odredena je pod pretpostavkom da je maksimalna velicina
mreZe sedam sviceva povezanih jedan iza drugog
— Maksimum tri izgubljena BPDU-a, za hello-time interval od 2 sekunde.
* Forward delay odreduje duzinu trajanja:
— Listening stanja
— Learning stanja

Timer Primary Purpose Default
Hello Time 2 Secs
Frekvencija slanja BPDU-a
Forward Delay Trajanje Listening i Learning || 15 Secs
stanja
LELIE Vremenski period Cuvanja bl 2l
BPDU-a

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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MAX AGE TAJMER

* Max Age je vreme koje svi¢ cuva BPDU pre nego sto ga odbaci.
e Svaki port Cuva najbolju primljenu kopiju BPDU-a.

* Ukoliko svi€ ne primi najbolju kopiju BPDU-a duze od 20 sekundi, port
prelazi u listening stanje.

Timer Primary Purpose Default
Hello Time 2 Secs
Frekvencija slanja BPDU-a
Forward Delay Trajanje Listening i Learning [ 15 Secs
stanja
LTI Vremenski period Cuvanja ) 2l
BPDU-a

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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PROMENA STP TAJIMERA

Ne preporucuje se promena podrazumevanih

. . . vian-id YLAN identification number; valid values are from 1o 4094,
tajmera bez detaljne analize.

forward-time | (Optional) STP forward delay ime; valid values are from 4 to 30 seconds.

Promena STP tajmera se radi samo na Root secords

b rldge hello-time hello- | (Optional) Number of seconds between the generation of configuration

BPDU prosleduje ove VFEanSti dO SVih fime messages by the roat switch; valid values are from 1o 10 seconds.

sviceva u mrezi. max-age (Optional) Maximum number of seconds that the information in a BPDU is
SECONDS valid; valid values are from 6 to 40 seconds.

Promena moze da traje izmedu 30-50 sekundi

. .y . . . priority priority | (Optional) STP bridge priority; valid values are from ( to 65535,
da bi se svic prilagodio promeni u topologiji.

protocol (Optional) 5TP; see the “Usage Guidelines” section for a list of valid values.
Switch (config) # spanning-tree profoco
vlan vlian-id [forward-time rootprimary | (Optional) Forces this switch to be the root bridge.
seconds | hello-time hello-time | root secondary | (Optional) Forces this switch to be the root switch should the primary root
max-age seconds | fail
priori ty pri ori ty | PxXo tocol diameter net- | (Optional) Maximum number of bridges between any two points of

- tliameter aftachment between end stations; valid values are from 2 through 7.
protocol | {root {primary | | .

secondary} [diameter net-diameter
[hello-time hello-time]]}]

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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STP POBOLJSANJA

« STP
— PortFast
— BPDU Guard
— Root Guard
— UplinkFast
— BackboneFast
* Per VLAN Spanning Tree (PVST+)
* Rapid Spanning Tree Protocol (RSTP)
 Multiple Spanning Tree Protocol (MST)

— MST is also known as Multiple Instance Spanning Tree
Protocol (MISTP) on Cisco Catalyst 6500 switches and above
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